How to Provide or Revoke Merit access to Requester

· Support team will receive service request from Utility support Team as shown in below screenshot. We need to follow the process as follows
[image: ]
· Once we receive this type of service request from Utility support, we need to check if the attachment is attached or not. If not attached, we can request them to provide it. 
· If the user has attached the excel sheet in the email, we need to open and check all the required details in it as shown in the below excel sheet 

                                                                      
· Now triage the service request as task low and keep it in L2 Prod support queue.
· Now open the attached excel sheet and check what access we must provide user and for which environment we need to provide.
· Login into the respective environment server by looking in to the excel sheet if it is prod login in to both pro servers and provide the access.
· If the access is needed for only PROD and UAT, provide only for PROD and UAT environments

Process to Provide access in all the three environments

· Login into the PROD servers 18.19 and 18.43 via Jump server and open Thick client application
· Once login into Thick Client, go to Users-> users administration, a window will be populated as shown below
[image: ]

· Now click on add option, another window will be populated as shown below
[image: ]

· In the username tab provide the username provided in the service request email
· In the password tab, please provide the first name of the user@123 and confirm same password
· In the select standard user template choose the template provided in excel sheet
· For example, if they mentioned as ETD in excel sheet chose ETD from the dropdown as shown in the below screenshot
[image: ]

· After selecting the standard user template just click on OK button. The user name will be populated as shown in below screenshot which means user has given Merit access.
[image: ]

· Same process has to be followed for UAT and Pre-Prod Environments for providing merit application access to users.
· Once the merit access has been provided to users. We need to send a separate email to them with the username, Password and Merit application login links as shown in below screenshot
[image: ]
· After sending an email to user with credentials, support team can close the Zendesk ticket
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hali Jaykar

HiVaishali,

Please find the below user name and Password for Merit UAT and PROD.
User Name: vaishalijaykar

Password: Vaishali@123

Please find the below URL's for the environments:

UAT |https://uat.feebillingutiity.com/

Pre-Prod https://preprod.feebillingutility.com/
Prod |https://www.feebillngutility.com/

Regards
Dadapeer
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Hi Merit Team,
PFA HSBC user’s onboarding checklist and grant merit access to the new user.
Username: vaishalijaykar

‘Thanks and Regards,

Vinay Kumar Sharma
Utility IT support
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HSBC - Onboarding  Checklist_Vaishali.xlsx


HSBC - Onboarding Checklist_Vaishali.xlsx
Vaishali



		Associate ID		2268293

		Associate Name		Vaishali Jaykar

		OneC Registered Mobile No		83780 34536

		Service Group		ETD

		CTS Email ID		vaishali.jaykar@cognizant.com

		CTS Designation (For OTC Voucher)		Senior Process Executive



		Requirements		Details		Pre-requisite		Do you need it?

		Amazon workspace				AWS Client (2.5.11) needs to be installed in CTS asset		Yes

		E MailBoxes		eu.futures.brokerage@feebillingutility.com, hbfr.futures.brokerage@feebillingutility.com, hbap.futures.brokerage@feebillingutility.com, us.futures.brokerage@feebillingutility.com				Yes

		Group DL		etdbrokerage@feebillingutility.com				Yes

		Merit UAT				ETD		Yes

		Merit Pre-Prod				ETD		No

		Merit Prod				ETD		Yes

		Feebilling Apps				ETD End User		Yes

		Shared Drive F drive						Yes

		RAVPN Access for work from home						Yes

		Service Now Access						Yes

		Any Other Software needed		Acrobat Pro DC		Raise a request in OneIT, and share the request Id with Utility Support

				For Amazon Workspace setup and firewall requests

		Security Group		Port need to open for the above requested application to Security Group				Yes

		SFTP access		same path as assigned to other ETD Users				Yes



mailto:vaishali.jaykar@cognizant.com

Sheet2

								Please specify which roles

						Yes		ETD End User				Please specify which roles

						No		ETD Supervisor				TL

								OTC End User				TM

								OTC Supervisor				SPE

								BA End User				AD

								BA Supervisor				ETD

								Reporting End User				IT Support

								Reporting Supervisor				PE

								ABR End User				SME

								ABR Supervisor

								IT Support

								Super Administrator

								OTC Readonly

								ETD Readonly
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Amazon Workspace Setup


(from a new location)





Firewall Request to Access Cloud





Steps for raising a firewall request: -


1.Go to onecognizant.cognizant.com


2. Search firewall request in search for app field


3. After searching click on OneIT then the firewall request page comes.


4. Click on New Request Tab ->Firewall -> 


[image: ]


Fill the details if you know the Source IP/Seg then enter the Source IP/Seg.


If you don’t know the Source IP/Seg then you need to select Don’t know source ip and Enter your System IP in below textbox.


Then Enter Destination IP 52.46.129.75 .After entering Destination IP you need to enter port number for selecting port number you need to click on icon nearby textbox.


[image: ]


Select Vmware VDI 80(TCP),443(TCP),3389(TCP),4172(TCP),4172(UDP).


Click Ok.After click on Ok Button you may see the below screen shot


[image: ]Give the Business Justification why you need the firewall request?? And Submit the request.


RAMS request for Amazon Workspace Client





1.Go to onecognizant.cognizant.com


2. Search OneIT in search for app field


3.After searching click on OneIT you can see the below screen.


[image: ]


4. Click on Request Hardware & Software and search Amazon WorkSpaces Client 2.5.0.


     Enter the details and submit the request.
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